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Information Sharing/Data Exchange Agreement

	Title 
	Data Sharing Agreement to support the Widening Participation Project


	Agreement between 
	The University of Northampton



	Date of agreement 
	


Signatories:
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Name:  Terry Neville
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Position: Chief Operating Officer


Date: 01/07/18
Organisation: 
Name:
 





Signed




Position:  





Date: 
	1. Purpose of this Agreement
The University of Northampton is working to raise aspirations in students identified by OFS (Office for Students - a DFE department) from targeted wards in the county where progression into higher education is low
The purpose of this program is to provide students from these targeted wards with a range of opportunities which will develop their motivation, knowledge and resilience to consider applying for higher education courses
Students targeted will be those that are predicted to achieve a basics score of 4/4 in M/E 
The data required for the young person is there school name, 1st name, 2nd name, DOB, address, postcode and ethnicity
The data is used to see if the targeted students, from POLAR 3 Q1&2 and IMD 0-40% super output areas study at a higher education institution 
For students in year 9 and above a Privacy Notice will be made available, outlining the reasons for the tracking of their information as well as their rights in regard to our research.  This Privacy Notice will need to be made accessible to the students and parents via the school’s website and through its newsletters annually.
The UoN consent form is used for children up to and inclusive of year 8 students only, for students in year 9+ a privacy notice is used to notify students of their rights. Year 9 students can contact recordsmanager@northampton.ac.uk at any time to advise that they do not want their data used for research purposes.
The main risk of not sharing is that the targeted students will not be able to be tracked on HEAT by OfS however they will still have access to the activities offered by the University of Northampton 
The University of Northampton has completed a Data Protection Notification under DPA 1998.  Registered 04/08/2016 No Z7005511. And can confirm that it is compliant under data protection act 2018



	2.
Extent and type of information to be shared

The data required is the young person’s school name, 1st name, 2nd name, DOB, address, postcode and ethnicity for pupils who have been chosen as eligible for the program under the criteria listed in section 1.
It will be uploaded securely to the Higher Education Access Tracker system (HEAT)



	3.
How the information may be used
The data will be collected and stored in the manner detailed below:
Data collected will be supplied by the university by secure email and uploaded onto the secure password protected HEAT system which is a OfS acknowledge secure tracking system used across many Universities and any email correspondence will be destroyed. Schools may bring this documentation in hard copy format and it will be uploaded onto the HEAT system and any paper copies will be securely destroyed 
The collected data might be shared with the following third parties for research purposes only:
UCAS – University and colleges admission service

HESA – Higher education statistical Agency

DFE – Department for Education

The National data service




	4. Security and Data Management
Data will be securely transferred from each school to the University of Northampton. This data will be uploaded and stored on HEAT - a password protected database. 
Members of the University of Northampton’s research team; The Institute for Social Innovation and Impact (ISII) and schools engagement team (SE) will have password access to the data on HEAT and some of these same staff will be the data inputters. All staff have completed data protection training through the University of Northampton and are familiar with handling sensitive confidential data.
No access to the HEAT tracking system will be available to any other staff at the University of Northampton
The data collected will be used to report annually to The Office For Fair Access but data may be requested by the research and education institutions listed in section 3.  The data will also be sued to report to the Office of the Vice Chancellor at The University of Northampton to evaluate the impact of the opportunities offered to schools within the county of Northamptonshire.


	5. Access & Notification
The data received is shared only with partners identified within this data sharing agreement.  

Any party will, on receipt of a request for information under the terms of the Freedom of Information act 2000 or the Data Protection Act 1998, immediately notify the other affected or involved parties to discuss whether release of such data is legally and ethically acceptable.
Any complaints received by any party to this agreement from individuals who are subject to the data processing set out in this agreement will be notified to the other parties as soon as practicably possible and in any event no later than 5 days after receipt of the complaint.



	6.  
Complaints and Breaches of Confidentiality

Any breach of confidentiality affected by any party to this agreement shall be notified as soon as it is discovered.  Any individuals affected by such a breach shall be also notified within 5 days of such a breach being discovered.

In the event of any dispute or difference arisen between the parties out of this agreement, the signatories shall within 20 days of receipt of a written request attempt to resolve the issue to the benefit of all parties involved in the data sharing agreement


	7. Indemnity 

UoN are responsible for any unauthorised or unlawful access, loss or theft, use, destruction or disclosure of the student data pertaining to the purpose whilst it is in their possessions

Schools are responsible for the safe, timely and secure transfer of data to the University of Northampton


	8. Review 

This data sharing agreement will be reviewed annually every July by the University of Northampton to ensure that it is still legally compliant


	9. Termination 

Any partner organisation can suspend this agreement immediately for 30 days, if they have evidence that security has been seriously breached.
This Agreement may be terminated by any of the partner organisations giving at least 30 days notice in writing to the other partner organisations.



10
 Designated Officers
List here the only officers at the University of Northampton and data tracking organisations who will be processing the data
	Name Of Organisation
	Name of Officer


	Position
	Telephone No.
	Role

	The University of Northampton’s Institute for Social Innovation and Impact
	Dr Meanu Bajwa-Patel
Dr Richard Hazenberg
Michael Maher

	Researchers and data manager for the Institute For Social Innovation and Impact
	01604 892979
	HEAT data input and evaluation

	University of Northampton
	Tim Dobson


	Head of Schools Engagement
	01604 893556
	Head of schools engagement

	HEAT
	Anna Anthony
	Senior Analyst


	01227 816196
	Data management


